Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Message Text 

CONFIDENTIAL 

PAGE 01 STATE 036194 
ORIGIN EUR- 12 

INFO OCT-01 ISO-OO SIG-01 CU-02 ERDA-05 CIAE-00 H-01 
INR-07 10-13 L-03 NSAE-00 OIC-02 OMB-01 PA-01 PM-04 
PRS-01 SAJ-01 SP-02 SS-15 USIA-06 TRSE-00 DODE-OO 
NSC-05 ACDA-07 /090R 

DRAFTED BY EUR/RPM:JJMARESCA 
APPROVED BY EUR/RPM:HAHOLMES 
EUR/EE:CWSCHMIDT 
EUR/SOV :MLEVITSKY 

170601Z 072427/21 

R 170210Z FEB 77 
FM SECSTATE WASHDC 
TO AMEMBASSY BERLIN 
AMEMBASSY BUCHAREST 
AMEMBASSY BUDAPEST 
AMEMBASSY MOSCOW 
AMEMBASSY PRAGUE 
AMEMBASSY SOFIA 
AMEMBASSY WARSAW 
INFO USMISSION NATO 
AMEMBASSY BELGRADE 
USMISSION USBERLIN 

CONFIDENTIAL STATE 036194 

E.O. 11652: GDS 
TAGS: CSCE, NATO 

SUBJECT: CSCE/BELGRADE: NATO WARSAW PACT COUNTRY PAPERS 
ON HUMAN CONTACTS 

REF: USNATO 867 

- WE QUESTION THE ADVISABILITY OF ESTABLISHING A SYSTEM 
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UNDER WHICH NATIONAL EMBASSIES IN WARSAW PACT COUNTRIES 
WOULD REPORT DIRECTLY TO THE NATO INTERNATIONAL STAFF, 

EITHER INDIVIDUALLY OR COLLECTIVELY. 

FUTHERMORE, WE DO NOT WISH TO EXACERBATE FRENCH AND TURKISH 
SENSITIVITIES ABOUT REFTEL EXERCISE. ACCORDINGLY, POSTS 
SHOULD NOT. REPEAT NOT TAKE LEAD IN COORDINATION OF 
INFORMATION-GATHERING EFFORTS AMONG NATO COUNTRY EMBASSIES 
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IN WARSAW PACT CAPITALS. YOU SHOULD, OF COURSE, COOPERATE 
INFORMALLY WITH OTHER NATO COUNTRY EMBASSIES WHEN APPROACHED, 

AND SHOULD IN ANY CASE ENSURE THAT US CONTRIBUTION REACHES 
US MISSION NATO ON TIME. 

HARTMAN 


CONFIDENTIAL 
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